Nudpopmanmonnbie MaTepuaibl 00 aKTyalIbHbIX HEraTUBHBIX SIBJICHUAX
B HH(POBOM NPOCTPAHCTBE U CIIOCOOAX NPOTHUBOACHCTBUA TAKHM TEeHIEHMAM

1. He3akonHoe norpediieHre U 000pOT HAPKOTHYECKHUX CPEACTB
Brimyck onmaiin-mapadona JImxenus [lepoix «Ileprie. HaBbiku futst sKU3HI
IIOCBSAILEH TOMY, KaK IIPOTUBOCTOSATH PACIPOCTPAHEHUIO 3alPEIICHHBIX BEIIECTB YEPE3
COLIMAJIBHBIE CETH, MECCEHIKEPBI U OHJIANH -UT'PBI:

https://vk.com/wall-214524833 291092

2. MoumeHHH4eCcTBO

[{ukn BHEYpOUHBIX 3aHSTHH IO BOIpocaM WH(OPMAIIMOHHONW O€30MacHOCTH
U I1U(POBOM THUTHUEHBl IIKOJBHUKOB, PEKOMEHJOBaHHBIN Poccuiickoil akaaeMueit
o0pa3oBaHUsl, BKIIOYAET METOAMYECKUE PEKOMEHAIINN JIJIsl MPOBEACHHS BHEYPOUHBIX
3aHATUH 110 TeMe « MoIlmeHHnYecTBO» It 2-6 1 7-11 Kitaccos.

https://cifrateka.ru/teachers/?sectionld=56

[u¢poBoii cepBUC MO KU3HEHHOW CUTYAllMH «3alllUTa OT MOIIEHHUKOB B CETH)
Ha EnuHoMm moprasie rocygapcTBEHHBIX W MYHUIMNAIBHBIX ychnyr ((yHKIIMIT)
(moprtan I'ocycnyr).

https://www.gosuslugi.ru/scammer_protection

CepBuc npeocTaBisieT BRIOOP CIASAYIOMMX CUTyaruii: «MOIIEHHUKH MBITAI0TCS
noJiyuuTh JocTyn Kk [ocyciayram» (3Ta cuTyalusi HampapieHa Ha IOMOIIb
B BOCCTAHOBJICHMM KOHTPOJS HaJ YUYETHOM 3amuchlo) W «S Xouy 3alllUTUTHCS
OT MOIIICHHUKOB B CE€TW» (B JAHHOW CUTYyaIlMU pedyb HAET O MepaxX MpeaOoTBpAIICHUS
MPECTYNHBIX ACHUCTBUIA).

B pamkax mepBoi cHTyalluu MpeACTaBIeHA MOAPOOHAsS WHCTPYKIIHS, B KOTOPOM
coJep)KUTCA UHPOpMaLUsS O TOM, YTO JENaTh, €CIM TPaXAaHUH YK€ COOOIIMIT Mapoib
nii xox 3 CMC MomeHHUKaM.

B pamkax BTOpoOW CHTyalluyu pacCMAaTPHUBAIOTCS MEPBI, HAPABICHHBIC HA 3AILUTY
OT KUOEpHpecTymHUKOB (3amper Ha oQopmieHHe JOrOBOPOB CBSA3M, 3amper
Ha MOJy4YeHUe KPEAUTOB U 3aiiMOB, MpaBuiia 0€30MaCHOCTH MpHU TeNePOHHBIX 3BOHKAX,
CIIOCOOBI 3aIUTHl OT (PMHAHCOBOTO MOIIEHHWYECTBA), @ TAK)KE MPEJCTABICH YEK-TUCT
1o u(ppPOBOI TUTHEHE.

PerynspHo oOHOBmsiemas 0a3a MOIICHHHUYECKHX CXEM Ha JaHHBIA MOMEHT
BKJTIOYAET 86 CXeM C X KPaTKUM OIHUCaHUEM
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

3. BepOoBka
Metonnueckue pEKOMEH AN TUTST MeTarornuecKux pabOTHUKOB
o011e00pa3oBaTeIbHbBIX OpraHu3aluii «OHuaiiH-BepOOBKa MOAPOCTKOB:

npodunakTuyeckas pabora B IIKOJIC)»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty9 7ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPeHAbI B CONMATBHBIX CETIAX
Nudopmannonnsle  kaprouku, noarororieHHblie AHO  «HauuonanbHbie
MPUOPUTETHI COBMECTHO C AJIbSIHCOM (JIOCTYIHBI Ha pecypcax OObsicHsIeM.pd)

lMMpyvepbl pUCKOBAHHbLIX
TeM B couceTax:

4+

Urpbl C yAyLUbEM U 3a4€PXKOI AblIXaHNS

4+

MPbLIKKN C BbICOTbI, MAAEHNS], SKCTPeMa/lbHble
«MPOBEPKMN»

CamMoroBpexgeHne «paan Bnaeo»
ﬂpI/IéM TabneTok nan APYrmnx seLecTB «Ha Ccnop»
arpeccrBHbI€ PO3bIrPbILLN

+ ¢+ 4+ <+

OnacHble f[andxaku
T —————————..,
Ecnn Bbl yBUAENW, UTO pe6EHOK MHTEpecyeTCcs

NOCTaMW Ha 3TN TeMbI, 06513aTe/IbHO
noroBopuTe C HUM.




Nouemy pe6eHKY
UHTEepPecCHO:

4+ XenaHue bbITh «Kak BCe»
4+ CTpax CTaTb N3roem
4+ NMOTPeBbHOCTb B NPU3HAHUK W Naiikax

4+ HejOCTaTOYHasi 3pPeN0CTb 30HbI MO3ra,
OTBeYaroLLen 3a NoCNeACTBUS

NHTepec peb€HKa ycunnBaloT U anropuTMbl
coLceTen: OHY aHANN3UPYIOT, YTO CMOTPUT

No/b30BaTe/ib, ¥ CHOBA M CHOBA MOKa3bIBAOT
MOXOXMe POSINKNA,



Ha yto o6paTuTh @
BHUMaHue

PebéHoK

BPSA4 N BaM pacckaxer,
UYTO XOYeT y4acTBOBATb
B OMAacHOM YenneHaxe.
CTOUT HACTOPOXKUTbLCH,
ecnun:

4+ pebéHOoK YacTo npsayeT TenedoH

4+ M3MEHWI0Cb NoBeAeHMe, MosiBUNACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKW AW Mopessbl,
PeBEHOK He MOXET 06 BACHUTb, OTKYAA OHU

+ eCTb AaB/ieHNe CO CTOPOHbI Apy3el

4+ roBOpUT BaM: «Tbl MPOCTO HE MOHVMAaEeLLb,
3TO TPEHA



Kak pearvnpoBaTthb

poguTenam

CTpax 3a pe6éHKa — 3TO HOPMaJ/bHO.
Ho pa3roBop nyylle Ha4yMHaTb, KOrja aMoLmm
YTUXHYT.

He cTonT. NoBbILWATL roN10C, KpU4aTb, CTbIAUTD,
yrpoxatb, 0OTonpaTb TeflePpoH 6e3 06 bACHEHWU.
Takas peakumsa MoOXeT NOATOSIKHYTb pebéHka

K TOMY, YTO OH ByAeT CKpbIBaTb OT BaC CBOE
yyactme B NOA0OHbLIX YeslIeHaKax.




Kak npaBubHO
pa3roBapuviBaThb

He o6BuHaANTE! CKaXxuTe:
BmecTo: «Thl BOObLLIE «$1 BOJIHYHOCb
AyMaellb ro0BOW?» 3a Te6a» N «/laBai
NN «5 3anpeLuaro — pasbepémcs

N BCE» BMeCTe».

NHorga pebéHky BaXHO He 06 bsACHEeHMe,
a BO3MOXHOCTb ObITb YC/bILLAHHbIM,
He nepebuBanTe ero.

B pasroBope onvpanTtecb Ha ¢paKThbl.
Hanpumep:

«Bnpgeo B nHTepHeTe «[pn yayube
OCTaEeTCA HaBceraa» KNeTKM Mo3ra

nornéaroT
33 HECKOJIbKO MUHYT»




NMpegnoXxure

albTepHaTUBbI

XXenaHwue puycKkoBaTb — YacCTb B3POC/I€HUSA

N rnoucka cebs. BaxHo He NoAaBUTb ero,

a HampaBWTb 3HEPIr1O0 B BEPHOM Hanpas/eHNN.
BO3MOXHble anbTepHaTUBbI:

4 CNOPT N aKTUBHOCTb, eC/in HY>XeH
adpeHasinH

4+ TBOpPYecCTBO, 6/10r 1 X066U, 4UTOOBLI NONyYaTb
60/ibLLUe BHUMAHUSA

4+ noajepxka 1 noxesana 4oMa, ecnu pebeHky
He XBaTaeT NpPU3HaHUS



UTo eLe MOXKHO
caenaThb:

4+ 0bcyaunTe, Kak NPaBW/IbHO NOIb30BATbLCS
coucetTamum

4+ HaCTpoKTe BO3PACTHbIE OrPaHNYEHMS

+ 0bcyxaanTe Cc pebEHKOM TO, UTO OH CMOTPUT
B UHTepHeTe

4+ HayuuTe NpoBepsTb NHGOPMALMIO

Balua 3apgaya — He 3anpeLlatb Uan nyratb,
a HayuuTb pebéHka BUAEeTb OMnacHble TpeHAbl

N oUueEHNNBATb X NOCneagcTBUA.

5. Tpasas (KubepOysjauHr)
[{ukn BHEYpOUHBIX 3aHSTHH IO BOIpocaM WH(OPMAIIMOHHONW O€30MacHOCTH
U 1udpoBOl THUTHEHBI WIKOJHPHUKOB, PEKOMEHIOBaHHBIM Poccuiickoii akamemueit
o0pa3oBaHus, BKIIOYAET METOJUYECKNE PEKOMEHIAINU JJI TIPOBEJCHUSI BHEYPOUHBIX
3aHsATHi 110 TeMe « TpaBnsi» st 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[Ipoekt B gopMare JEHAMHTOBOM CTpaHUIlbl B ceTu MHTEpHET, peain30BaHHBIN
Muniudpsr Poccun B paMkax BCEpOCCHMCKOM MPOrpaMMBbl KHOSPTUTHEHBI U TTOBBIIIICHUS
rpaMmoTHOCTH rpaxaaH Poccuiickoit ®enepanun. Ha caiite npoekra pa3menieHa
uHdopmars JUIsi KaXJ0ro M3 YYaCTHMKOB KHOEpOYIIMHTA: KEPTBBI, arpeccopa
1 HaOJrOmaTens

https://kubep-oymmmHr.pd/

Nudopmannonnsie  kaptouku, mnoarororieHHblie AHO  «HauuonanbHbIe
MIPUOPUTETHI COBMECTHO C AJIbSTHCOM (JIOCTYITHBI Ha pecypcax OObsicHsaeM.pd)

po)

Echv Bbl yBUAENU B YaTe KOHP/INKT, He CTOUT
pearnpoBaTb 3SMOLMOHANIBHO. DTO MOXeT
ycyrybunTb CUTyaLmio.

He Hy)XHO: NyuJuwie:

* NMCaTb FHEBHbIe * cAaenatb
coobuieHus CKPVHLLOTHI
B 06LLMIA YaT rnepenmncku
BbIACHATb * 3aduKCcrpoBaTb
OTHOLLEeHUs KOHTEeKCT 1 AaTty
ny614HO * CMOKOWHO

* 06BUHATL obaymaTh
YYyXKUX geTen AanbHenLwmne

Larun



https://кибер-буллинг.рф/
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NMoapepixka,

a He aonpoc

CnoKouHO NoroBopuTe ¢ pe6EHKOM.
OH A0/1KEH NOHATb, YTO Bbl Ha €ro CTOPOHE.

Pa3rosop MO>XXHO HauaTb Tak: «f yBuaen(a)

COO6LLIEeHMS B YaTe N XO4Y NOHSATb, Kak Tbl Cebs
YyBCTBYeLlUb. Pacckaxu, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTN?»

Ba)xHo:

* ClywaTtb
6e3 ocyxaeHuns

* He obecueHMBaTb
npobsiemy

* He 06BUHATbL
pebéHka
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Ecnu Ball pe6€HOoOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU YYBCTBA,
a Bbl NOAAEPXNTE €ro

« O6bACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06VAYNKOB

« CoxpaHuTe aoKa3aTenbCcTBa 6ynnumHra
1N coobuimTe 06 3TOM MCUXONOrY, KNAaCcCHOMY
PYKOBOAUTENIO, @ NPV HEObXO4MMOCTU —
PYKOBOACTBY LLUKOJIbl
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Ecnu BaLl pe6eHOK —

o6naunk

He nbiTariTtecb cpa3y HakasblBaTb
NN oNpaBAblBaTb pebéHka — pasbepuTtecs
B CUTyauun. 3aganiTe Takme BONpochbl:

* «Kak, no-tBoemy, 4yBCTBYeT Q N

cebsa gpyrovi pebEHOK?»
E——
Ba>kHo:
* BbI3BaTb Yy peb&Hka cornepexuviBaHmne
* 06BACHUTbL NOCNEACTBUS

* NMOMOYb NCNpaBnTb CNTYaUNHO

v

A

«4YTO Tbl YyBCTBOBA,
Korja nucan ato?»

§ —
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Ecnun pe6eHoOK —

Ha6bnwaarens

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUTUBAIOT
TpaBJIlo 1, NO CyTW, CTAHOBATCHA
eeé coyyacTHnKamu

* Kak noagep>KaTb XXepTBY 6yN/NHra

* K KOMY 13 B3POC/IbIX MOXKHO 06paTnUTbCS
N\
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Hy>XHO i nucaTthb

B o6 vaTt?

O6cyauTe cUTyaLUIo C KJIaCCHbIM
pyKkoBoaguTenem Vi BMecTe peLunTe, Kak ay4lue
AencTBoBaTh. Balwa 3agayva — cnpaBUTbCA

C NpobaemMow, a He A0Ka3aTb, YTO Bbl NPaBsbl.

NMy6nnyHbie KOHPNANKTbI
poauTenem MoryT:

*  yCyryoumuTb NonoXeHme
feten

* CNPOBOLMPOBATH
arpeccuio B knacce

* pasAenuTb B3POC/bIX
Ha BpaxaytoLyme
nareps
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Hy>XHO nu naTwm
B NOZINLLUIO

06paTI/ITbC$| BagMUWUHUCTPAUVNIKO LLUKOJIbI
Wi NpaBOOXpPaHNTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUANTE B YaTe:

* Yrpo3bl

* CUCTeMaTUYeCKy TPaBto

* pacnpocTpaHeHne NNYHbIX GOoTO
* BbIMOraTe/ibCTBO
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6. CepBuchbl M MaTepuaJibl 10 HM(PPOBOIL 0e30MACHOCTH
Karamnor o0y4Jarommx KYpCOB o ugpoBoi
I'paMOTHOCTH — OT IpaBHJI PE3CPBHOIO0 KOIMHUPOBAHUA HAHHBIX A0 MCETOJ0B
pacro3HaBaHus TUN(EHKOB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect Mo HUPPOBOM rPAMOTHOCTH, OINPEACISIIONNN YPOBEHb OCBEIOMIICHHOCTH
B 3TOM cdhepe
https://www.gosuslugi.ru/scammer_protection/quiz

Paznen na moprane ['ocycnyr « Kubepoe3onacHocTb — 3T0 IPOcTo!», r71e coopaHa
nosie3Hass wHQoOpMaIus O pa3sHOOOpa3HBIX KuOepyrpo3ax. B oTaenbHBIX Oiokax
pa3MeIlieHbl PeKOMEHAAINH, CIEeUaIbHO pPa3padOTaHHBIE B TOM YHCIE IS JIETEH.
[Tomumo 3TOr0 0CO00€ BHUMAHKE YJEIEHO 3alIUTe OT (DUILKMHTA, CO3JAHUIO0 HAJAECKHBIX
napoJiei ¥ npopuIakTUKe Teae(hOHHOTO MOIICHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprane I'ocycnyr «be3omacHocts nereii B HHTepHeTe»,
rac npcacTaBJICHbI pPCKOMCHAAIWHY U HHCTPYKIHUH 110 HaCTpoﬁKe CpCACTB pOAUTCIILCKOI'O
KOHTpOJIs, WMH(pOpMaius o OecIUIaTHBIX CepBHCaX M Marepuaigax Mo MudpoBoi
0€30MACHOCTU M OMNLMIX JIETCKOI0 peXUMa B Pa3IMYHBIX MONYJSPHBIX CEpBHUCAX
N IIPHUIIOKCHUAX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoekt «IIUDPPOBOM JIMKBE3», peammsyemsiii Munmudpsl Poccun
copMectTHO ¢ AHO «ludpoBas skoHOMUKa». B pamkax mpoekTa JOCTYIHBI
BUJICOPOJIMKU OT BEAYIIMX TEXHOJOTUYECKUX KOMIAHUM, MOCBSIICHHBIC aKTyaJIbHBIM
yrpo3aM HMH(POPMAIMOHHONW O€30MacHOCTH (ColMaibHas HWHXKCHEPHs, IPOIIEPCTBO,
MOIIIEHHUYECTBO ¢ JumnderkaMu, Kpaxka aKKayHTOB, JOKCHUHT U JIp.) M croco0am
MPOTUBOCUCTBUS UM

https://digital-likbez.datalesson.ru/?ysclid=mmui632wzI130807036

Ipoexkr «YPOK HU®PPbI», peanuzyemsiii Munuudpsr Poccuu coBmecTHO
c AHO «UudpoBas 5SKOHOMHKA», TMPEAOCTABISIONIMA BO3MOXXHOCTh MOIYYUTH
CHELIMATIM3UPOBAHHBIEC 3HAHUS U TO3HAKOMUTHCS ¢ akTyalbHbIMU U T-nipodeccusimu

https://ypokmmdpsr.pd/?ysclid=mmui90d6uv290511431

Be6-mopran Anbsinca «lIMPPATeka. budiuoreka npakTHuyeckKux 3HAHMIA,
Ha KOTOPOM MpeJCTaBieHa mojie3Hass uHdopmalus OT BEAYIIUX SKCIEPTOB B cdepe
0e3omacHOCTH B VIHTEpHETE M TICUXOJIOTUH HE TOJIBKO JJIsl ACTEH U MOAPOCTKOB, HO M JIJIst
POIMTENICH U YIUTENEeH, CTaTbH, 00pa30BaTeIbHBIC KBU3bI, & TAK)KE YEK-TUCThI, KOTOPBIC
MOMOT'YT MTPOTUBOCTOSITH OMAacHOCTSIM B IHTepHeTe

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Mertoauueckoe rmocobue «Pucku B uudpoBoil cpege: JAHATHOCTHKA,
NPoPUIAKTHKA, KOPPEKIHUA», aJPECOBAHHOE MEeJaroraM, ICUxXooram, BOCIIUTATENSIM
Y POAUTEISIM

https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kkiti.pdf

['0OTOBBII UMKJ BHEYPOUYHBIX 3aHATHHA MO BoONpocaM WH(OPMAIMOHHOU
0e3omacHOCTH W 1U(PPOBOIi TrUrueHbl MWKOABHUKOB (2-6 u 7-11 KiaccoB),
pekoMeHaoBaHHbIM Poccuiickoil akagemuelr oOpazoBanus (Iludpareka. Bzpocnbie /
YUUTENIAM / MeToAnYeCKrue MaTepuanbl). OCHOBHBIMU (hopMaTaMU ITPOBEACHUS 3aHATHI
SBIIIIOTCSL Oecelbl C DJIEMEHTaMH WTPOBOM JESITEIBHOCTH, a TaKXKe MPAKTUKYMBI,
OPUEHTUPOBAHHBIE HA CO3JaHUE COOCTBEHHBIX MPOEKTOB B cdepe MH(MOpPMAIMOHHON
0€30macHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopMannoHHO-MEeTOAUYECKHE MATEPHAJIbI ISl PoauTesel (3aKOHHBIX
npencrasurenieil) «bezonacHocts nereit B UntepHeTe»
https://disk.yandex.ru/i/KDIIgrf1IL9XiA

Buneoypok ot npeacenaresns Anbsinca benskoBoit E.A. «Kak opueHTHpPOBATHCA
B OHJIAWH-TIPOCTPAHCTBE», MOATOTOBIECHHBIN (poHmoM «CTpaHa 11 AeTei» B paMKax
akiuu «be3zomacHocTh AeTcTBa» YmnoaHoMoueHHoro mnpu Ilpesmpente Poccuiickon

®deneparuu 1o npaBam pederka M. A. JIbBoBoii-benooii.
https://vkvideo.ru/video-207180658 4562393007t=1m42s

Ilinardopma uudpoBoii rpaMOTHOCTH /ISl HE3PAYMX JeTedl - COBMECTHAs
nnunmatuBa [TAO «Beimnenkom», Everland m AnbsiHca, HampaBiieHHass Ha MOMOIIb
MOAPOCTKAM C HAPYIICHUSIMH 3PEHUSI B OCBOCHUH ITU(PPOBLIX HABBIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

